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Abstract

Today, widespread cybersecurity threats necessitate effective control of existing devices in power systems to develop resilient
control strategies, which is more important than ever. Frequency resilience in cyber-physical power systems under cyber and delay-
inducing attacks challenges the automatic generation control (AGC). Capacitive energy storage (CES) and thyristor-controlled series
capacitor (TCSC) are among the most widely used devices to reinforce AGC, with no background for improving frequency
resilience. This research presents a precise, dedicated dynamic model of a TCSC equipped with resilient fractional-order controllers
(FOCs) as part of a coordinated design strategy with AGC for a nonlinear, hybrid, competitive cyber-physical power system. The
coordinated design is treated as an optimization problem, in which an integral of time-weighted squared error (ITSE) index is
minimized using metaheuristic algorithms. Simulations demonstrate that in a 3.5-second delayed power system controlled by the
proposed FOCs-based TCSC-AGC, oscillations are damped within a maximum of 200 seconds. So, resilience against delay-inducing
attacks is significantly higher compared to the earlier CES-AGC, which has a maximum tolerable time delay of only 1.1 seconds.
Also, the power system controlled by the proposed strategy is fully resilient to false data injection (FDI)-type cyberattacks, including
location-based, ramp, exogenous, and strategic attacks, unlike the former CES-AGC approach. Furthermore, the proposed strategy
is resilient to simultaneous FDI cyber threats and delay-inducing attacks, even without parameter readjustment. Sensitivity analyses
confirm the robustness of dynamic responses to +25% variations in the synchronization coefficient or +20% changes in loading
relative to nominal values when employing the proposed approach.
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1. Short Introduction

This study presents a comprehensive literature review of the last 10 years on the application of TCSC to frequency regulation in
nonlinear power systems. It describes weaknesses in the dynamic models used for TCSC and ESDs, as well as flaws in their
coordinated control schemes for improving AGC performance. Moreover, research on controlling TCSC to support AGC and
enhance resilience against cybersecurity threats is limited. To address these gaps, this paper proposes a new resilient TCSC-AGC
coordinated control strategy based on FOCs. For the first time, TCSC participation in reinforcing frequency resilience of a nonlinear
hybrid competitive cyber-physical power system under various FDI cyberattacks and CTDs is investigated and compared with the
existing CES-AGC coordinated approach.

2. Proposed Work

The simultaneous design of the proposed FOCs-based TCSC and AGC is formulated as a nonlinear minimization problem, in
which the ITSE performance index is minimized using metaheuristic algorithms such as IPSO and MGSO. A nonlinear restructured
cyber-physical power system is considered, incorporating DFIG-based WTGs and PVs. The frequency resilience of the cyber-
physical power system, controlled by the proposed strategy, is investigated by time-domain simulations under different CTDs to
determine the MTTD. The results show that the proposed FOCs-based TCSC and AGC, with MTTD=3.5 seconds, outperform the
earlier CES-AGC, with MTTD=1.1 seconds, in withstanding large CTDs. Also, by readjusting the proposed controllers for the power
system under MTTD, smaller ITSE indices can still be achieved, and larger CTDs (up to 5 seconds) can be tolerated. This paper
verifies the effectiveness of the proposed FOCs-based TCSC and AGC coordinated control strategy in improving the cyber-physical
power system's resilience under various FDI cyberattacks, even with concurrent CTDs, whereas the existing CES-AGC fails to
provide any resilient controllers.

3. Conclusion

Dynamic simulations under a competitive environment show that, compared to the existing CES-AGC, the proposed FOCs for
TCSC, coordinated with AGC, provide resilient responses under large CTDs. Further analyses show that the proposed TCSC control
strategy, coordinated with the AGC loop, is quite resilient against various FDI-type cybersecurity threats, including location-based,
ramp, exogenous, and strategic cyberattacks, in contrast to the existing CES-AGC, which becomes dynamically unstable under these
attacks. The proposed TCSC-AGC approach also remains resilient to concurrent cyberattacks and large CTDs, even without
parameter resets. Sensitivity analyses confirm the robustness of the responses to changes in the system's key parameter, the
synchronization coefficient, and in loading conditions.
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